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Abstract:

Todayalmostallpetrolpumpshaveamicrocontrollertocontroltheelectricalpump,drivethedisplay,measuretheflow&accordinglyturn OFFth
eelectricalpump.Butstillapersonisrequiredtocollectthemoney.Ourprojectisdesignedtoeliminatethishumaninteractionsothatthereisnonee
dofworkerstofillthepetrol;Ingeneral,asmartcardisanintegratedcircuitcardwithmemorycapableofmakingdecisions. Thisprojectcanbeusedf

orrecordingtheattendanceofanemployeeinanorganizationorastudentinaclass. Thesmartcardcontainsan ARM 7

microcontroller, a

voltageregulator, serialcableconnections, and an LED which glows whenever a car disinserted into the reader and also it
glowswheneveritissuesanycommandorreceivesanycommand. TheSmartCardReaderisinterfacedwiththemicrocontrollerthroughserialinte

rface.

Keywords:ARM 7 microcontroller, MAX2321C,RFIDcards,Smartcardreader.

LINTRODUCTION
The2lstcenturyisaptlyknownastheinternetagebecauseoftheinc
reasinguscofinternetinthedaytodayactivities. Examplesofthesea
pplicationsincludeonlinebankingandbrokerage,cashmanagem
ent,taxfilling,computerizedpetrolpump,medicalfield. Asfarasco
mputerizedpetrolpumpisconcerned,alothasalreadybeendoneti
nthisfield.Eachandeverydataisbeinginsertedwiththehelpofthec
omputers.ButasfarassafetyofFuelpumpisconcernedwearestillb
chindtheworld.Leakageofpetroloranyoilleadstoablastandsteali
ngofpetrolmayleadtodebacle. Theaimofthesystemistoprovidea
nauthenticationtotheuser& controltheopeningorclosingoftheta
nkvalveaccordingtoamountdemanded. WewilluseSmartcardm
oduleforthispurpose. A smartcard ,chip card or
integratedcircuitcard(ICC), is defined as any pocket-
sizedcardwithembeddedintegratedcircuitswhichcanprocessinfo
rmation. Thisimpliesthatitcanreceiveinputwhichisprocessedby
wayofthelCCapplicationsanddeliveredasanoutput.Inthisprojec
t,weareusingacontactsmartcardwheretheinformationinsidethec
ardiscommunicatedwiththecardreaderbyinsertingcardintothec
ardreader.ThecardreaderinthisprojectusedisanSR-
90SDKofl KBmemorysize.
Themainaimofthisprojectistoimplementthesecuritysystemforfi
llingpetrolatthePetrolbunksbyavoidingtheinvolvementofhuma
nbeings. Thepurposeofthisprojectistoprovideasecuritybasedac
cessingsystemforfillingpetrolatthepetrolbunkstoavoidtheriskof
carryingmoneyeverytime.Andalsoprovidesthefeatureofprepai

drecharge.
Now-a days many petrol bunks are using the petrocard
system for filling petrol n any vehicle.

Inthissystemeveryuserisprovidedwithasmartpetrocard,withwhic
honecanaccesspetrolatthepetrolbunks.Beforeusingthiscardwe
havetorechargeit. Wheneverwewanttofillthetankthenwehaveto
placethePetrocardinthecardreader,whichisinterfacedtothemic
rocontrollerwithserialinterfacing. Themicrocontrollerreadsthe
datafromthe

smartcardreaderandaskshowmanylitersyourequire,whichwillbe
displayedontheLCDscreen.  Then we have to enter the
required number of liters of petrol through keypad
whichactasaninputtothemicrocontroller. Afterreadingthisvaluet
hemicrocontrollerwillcheckfortheavailablebalanceinthesmartca
rd,ifitissufficientthenthepetrolfillingprocesswillbestarted. Afterfil
lingtherequiredquantity,abuzzerwillindicatestheprocessofcompl
etion.
1.10BJECTIVEOFPAPER:
Securityisaprimeconcerninourday-to  day  life.  Everyone
wantstobeasmuchsecureaspossible. Anaccesscontrolforpetrolfor
msavitallinkinasecuritychain. Themicrocontrollerbasedunmann
edpetrolpumpsystemisanaccesscontrolsystemthatallowsonlyaut
horizedpersonstoaccessarestrictedarea. Thesystemisfullycontrol
ledbythe8bitmicrocontrollerwhichhasa2KbytesofROMforthepr
ogrammemory. ThisProjectisdesignedandimplementedbyrelaya
ndSmartcardmoduletechnology.
1.2LIMITATIONSOFPROJECT
Wewanttomakeourmainprojectonsomethingthatwillbeus
efulinreallife. Weallareawareofthefactthattherehasbeenasharpi
ncreaseincriminaloffencesliketheft,robberies,assaults,murders
etcintherecentpastthatisaffectingoursocietyandstudentsonalarg
escale.Sotherequirementforawellequippedelectronicprotection
systemisdefinitelyontherise.Iwanttoutilizetheelectronictechnol
ogytobuildanintegratedandfullycustomizedprotectionsystemata
reasonablecost. Unmannedpetrolstationwasrequiredforyearstof
ulfillrequirementofconsumersoverthewide.Itisnotlimitedtopetr
olbutavailabilityofconsumer’sgoodsatremoteareaordistinctarea.
Itmakestheworldmorecomfortableandsafer.
1.30RGANISATIONOFTHEPROJECT
Process documentation is a method of concisely capturing
and  shai  gerttical  project  concepts, plans  an
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Information as they are developed, so that impacted parties
can share this information, make in form eddecisions, and
keeptheprojectmovingforwardwithouthavingtorevisitolddiscuss
1ions. Thebasicaimofprocessdocumentation(PD)istolearnfromi
mplementationexperienceandinthelightofthismodifythestrateg
yandultimately,policyofaprogram,projectororganization.Docu
mentationofprocesseshelpsincreatingsystematicinformationtoa
rticulatetheinterventionstrategiesanddeveloptheflowchartofapr
ogram. Thishelpstheprojectororganizationtofindoutmoreabout
theneededfieldinterventionmethods,coordination,
management requirements,
financialmanagementandhum=anresourcedevelopmentpolicie
s.Mostoftheprocess-riented methodologies are mean tto
record  programs as they occurand feed the
informationbacktomanagers,researchersandpolicymakerstohe
Ipthemunderstandtheworkingoftheprojectbetter. However,ther
eareseveralotherpurposes,equallyimportant,forwhichagenciesu
ndertakingnewandcomplexformsaspartofexpansionofprogram
s,whichneedunderstandingaboutstackholderparticipation.Such
informationisoftenneededtovalidatetheapproach/programandc
onsequentpolicyformation. Animportantaspectofanyprocessist
hedocumentationthataccompaniesit,suchasloggingtroublecalls,
requestingsystemchanges,orexecutingdisasterrecoveryplans.Le
tusnowdiscussthemethodsandtoolsofprocessdocumentation.
2.LITERATURESURVEY
2.1EXISTINGSYSTEM

Todaythesystemwhichisinwideuseinvolvesthepracticefoll
owedfrommanyyears. Thisinvolvesthepersonswhichtheyfillthe
petrol. Thissysteminvolvesmanydisadvantageswhichmayleadtol
eakageofpetrolatvariousinstanceswhilethefillingthepetrol. This
happensduetoeasytamperingofsealedpetrolandmorehumanint
erference.

Andthemaindisadvantageofthepresentsystemisstillinthep
etrolbunkstheyneedtwopersonsoneforfillingthepetrolandanoth
ertocollectthecash. T'oavoidthisamimplementingunmannedpet
rolbunksystemwithouttheuseofmanpoweronlydependingupont
hemachinepowerthistechniqueisused.
2.2DISADVANTAGESOFEXISTINGSYSTEM

Justascomparedwithproposedsystemexistingsystemhavem
anydisadvantages,asoftwarerandomnumbergeneratorshouldbe
designedtoresistcertainattacks. Exactlywhichattacksmustbedefe
ndedagamstdependsonthesystem,buthereareafew:

0 Butsu TWOPERSONSarerequired.

0
Tocollectthe CASHandtofillthePetrolinthev
chicletanks.
2.3 PROPOSEDSYSTEM:
Unmanned Petrol  Bunk  System uses

Smartcardknownas ' PETROCARD’.Petrocardisprovidedwith
userverificationcodeanditcanberechargedatrecharge
pointsatthetimeofusagetheuserswapsthepetrocardandthenthes
martcardreadersensestheamountinthecardandbaseduponthein
formationenteredbytheuserthedeviceoperatestodeliverthepetr
ol,automaticallytheusageamountisdeductedfromtheusersaccou
nt.HerewepresentedanLCDdisplaytopresenttheinformationre
gardingusageofcreditsintheusersaccount.AtthePetrolPump,the
driverswapsthecardandthesmartcardreaderreadstheamountint
hecardandwilldisplayitonthe LCD. Thedriverthenentersthequa
ntityofpetrolthathastobefilledusingakeypad. Thecorresponding
amountiscalculated& deductedfromhispetrocard. Theelectrical

pumpisthenturnedONaccordingtotheenteredamount,fillstheta
nkandautomaticallyturnsOFF.
Thepurposeofthisprojectistoprovideasecuritybasedacces
singsystemforfillingpetrolatthepetrolbunkstoavoidtheriskofcar
ryingmoneyeverytime.Andalsoprovidesthefeatureofprepaidre
charge.
Asmartcard,chipcardorintegratedcircuitcard(ICC),isdefi
nedasanypocket-
sizedcardwithembeddedintegratedcircuitswhichcanprocessinfo
rmation. Thisimpliesthatitcanreceiveinputwhichisprocessedby
wayoftheICCapplicationsanddeliveredasanoutput. Inthisprojec
t,weareusingacontactsmartcardwheretheinformationinsidethec
ardiscommunicatedwiththecardreaderbyinsertingcardintothec
ardreader. ThecardreaderinthisprojectusedisanSR-
90SDKofl KBmemorysize.
3.PROPOSEDARCHITECTURE
Initialstageofeveryelectroniccircuitispowersupplysystemw
hichprovidesrequiredpowertodrivethewholesystem. Thespecifi
cationofpowersupplydependsonthePowerRequirement. Andth
isrequirementisdeterminedbyitsrating. Themaincomponentsus
edinsupplysystemare:
A.POWERSUPPLY
B.ARM7MICROCONTROLLER
C.SMARTCARDMODULE
D.MAX232ICE.
KEYPAD
F.LCDDISPLAY
G.DRIVERCIRCUITH.
BUZZER
LMOTOR

3.1 SOFTWARERQUIREMENT
Inourproject“unmannedpetrolbunksystem”therearenum
berofsoftware’swecanusebutwechoosethreeofthemoneisforwrit
mgcode,secondisfordesigningcomponentsinternallyandlaston
eisfordumpingthecodeinhardware.
a)KeillMicrovisionIDEfordevelopingandeditingthesourcecode.
b)Flashmagicforburningthehexcodeontothedevelopmentboar
¢) Proteus.
3.2HARDWARERQUIREMENT
A PowerSupply:
Powersupplyisareferencetoasourceofelectricalpower.Ad
eviceorsystemthatsupplieselectricalorothertypesofenergytoano
utputloadorgroupofloadsiscalled
powersupplyunitorPSU. Thetermismostcommonlyappliedtoel
ectricalenergysupplies,lessoftentomechanicalones,andrarelyto
others.

B.ARM 7Microcontroller:
Pin Configurations
PDIP
T2y Pr.og 40 WS o
(T2 BEXa P11z 200 P00 (ADOY
Flzr]= R PO GAD
P12 4 A7 A PO.Z (ADZ)
F1.40C]5 26 [ PO.3 (AD3)
(5] 25 [ PO.4 (AD4)
v 24 [ POS (ADS)
k=] 22 P0G (ADE)
=] 22 A PO.T (ADT)
(RXXDy PO 10 =1 O EAWPP
(T=0O)y P21 011 20 O ALEFPROG
(RTO) P22 12 2o A FSEN
12 2 P27 (a15)
14 27
15 26
16 25
17 24
18 Z3
19 2z
20 21 [AP2.0 (A8)
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The ARM7isalow-power,high-performance CMOS8-
bitmicrocontrollerwith8 KbytesofinsystemprogrammableFlash
memory. Thedeviceismanufactured UsingAtmel’shigh-
densitynonvolatilememorytechnologyandiscompatiblewiththei
ndustry-standard ARM7microcontroller. Theon-
chipFlashallowstheprogrammemorytobereprogrammedin-
systemorbyaconventional nonvolatile memor
programimer. Bycombiningaversatile8-bit CPUwith n-
systemprogrammableflashonemonolithicchip;the Atmel ARM 7
1sapowerfulmicrocontroller,whichprovidesahighlyflexibleandc
ost-effectivesolutiontomanyembeddedcontrolapplications.

The ARM7providesthefollowingstandardfeatures:8Kbyte
sofFlash,256bytesof RAM,321/Olines, Watchdog timer,

two data pointers, three  16-
bittimer/counters,fullduplexserialport,on-
chiposcillator,andclockcircuitry. Inaddition,the ARM 71sdesigne
dwithstaticlogicforoperationdowntozerofrequencyandsupports
twosoftwareselectablepowersavingmodes. TheldleModestopst
heCPUwhileallowingthe RAMtimer/counters,serialport,andint
erruptsystemtocontinuefunctioning. ThePower-
downmodesavesthe RAMcontentsbutfreezestheoscillator,disabl
ingallotherchipfunctionsuntilthenextinterruptorhardwarereset.

C.SmartCardModule:

Asmartcard,chipcard,orintegratedcircuitcard (ICC) isdefi
nedasanypocket-
sizedcardwithembeddedintegratedcircuitswhichcanprocessinfo
rmation. Thisimpliesthatitcanreceiveinputwhichisprocessed-
bywayoftheICCapplications-
anddeliveredasanoutput. Therearetwobroadcategoriesof ICCs.
Memorycardscontainonlynon-
volatilememorystoragecomponents,andperhapssomespecifics
ecuritylogic.Microprocessorcardscontainvolatilememoryandm
icroprocessorcomponents. Thecardismadeofplastic,generallyP
VC,butsometimesABS. Thecardmayembedahologramtoavoid
counterfeiting.Using
smartcardsalsoisaformofstrongsecurityauthenticationforsingles
1gn-onwithinlargecompaniesandorganizations. A"smartcard" 1s
also characterized as follows:
Dimensionsarenormallycreditcardsize. ThelD-
1ofISO/IEC7810standarddefinesthemas85.60x53.98mm.Ano
therpopularsizeisID 000 which 1s 25x15mm. Both are. 76
mm thick.
Contains a  security  system  with  tamper-resistant
properties(e.g.asecurecryptoprocessor,securefilesystem,huma
nreadablefeatures)andiscapableofprovidingsecurityservices(e.g
.confidentialityofinformationinthememory).
Assetmanagedbywayofacentraladministrationsystem

which interchanges information

andconfigurationsettingswiththecardthroughthesecuritysystem.
Thelatterincludescardhot-listing,updatesforapplicationdata.
Carddataistransferredtothecentraladministrationsystemthroug
hcardreadingdevices,suchasticketreaders, AT Msetc.
Smartcards provide a means of effecting business
transactionsin a flexible, secure, standard way with minimal
human Intervention. Smartcard can provide
strongauthenticationforsinglesign-onorenterprisesinglesign-
ontocomputers,laptops,datawithencryption,enterpriseresource
planningplatformssuchasSAP,etc.

D.MAX232IC:

AstandardserialinterfaceforPC,RS232C,requiresnegative
logic,1.e.logiclis-3Vto-
12VandlogicOis+3Vto+12V. Toconvert TTLlogic,say, TxDand
RxDpinsofthemicrocontrollerthusneedaconverterchip. AMA
X232 chip has long been wusing in

manymicrocontrollersboards.ItisadualRS232rec

eiver/transmitterthatmeetsallRS232specificationswhileusingon
ly+5Vpowersupply.Ithastwoonboardchargepumpvoltageconve
rterswhichgenerate+10Vto-
10Vpowersuppliestromasingle5Vsupply.

4 EXPERIMENTANALYSIS

Herethepurposeofmicrocontrollertocontrolthedevicesco
rrespondingtothemputcomingfromSmartcardmodule.Microc
ontrollerisconnectedtosmartcardmoduleanditwillcontinuously
checkthestatusofswitchedcircuitwhetheritisON/OFFandupdat
eittocard. Thenthemoduleinformsthecontrollertheoperationto
beperformed.HereRS232isusedforcommunicationbetweensm
artcardmoduleandcontroller.Max232isadriverforRS-
232communication.Relayisaswitchtooperatethedevices. Advan
tagesarepowersaving,easytooperate. Applicationsareindustriala
utomation,hotelenvironments,Officeenvironmentsetc.
AfterassemblingthebasicArdinocircuit,westartedtobuilduponit
byaddingthedifferentsensorsandrelays. Youcanseeherearelayat
tachedtosupporttheapplianceswitching. Once 1
understood ralues  the Ardino would receive from
each sensor, we were becoming more confident that this
project would actually work.

BLOCKDIAGRAM

Regulated powersupply
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Anunmannedpetrolbunksystemisadevicewhichhasanelectroni
ccontrolassemblyattachedtoit. Theyareprovidedwithanaccessc
ontrolsystem. Thissystemallowstheusertofillthepetrolwithoutm
anpower. Thepasswordisenteredbymakinguseofakeypad.Theu
sercanalsosethispasswordtoensurebetterprotection. Themajorc
omponents  include are a keypad, LCD,
andmicrocontroller. Thisarticledescribesthem
akingofanelectroniccodelockusingthe ARM7microcontroller.
Adx3matrixkeypadandal 6x2LLCDhavebeenusedhere.Ke
ypadandLCDareverycommonlyusedinput& outputdevices,res
pectively.Smartcardmoduleisusedtoswipethecardifsuflicienta
mountispresentinuser’scardthenusercanenterhowmuchamoun
tofpetrolthathe/shewantstofillisenteredbyusingkeypadthensma
rtcardmodulereadstheinstructionsbyusingARM7microcontroll
er. Thentheamountofpetrolisfilledandautomaticallythemotorw
lloff. For example, a user does not have sufficient amount of
money to fillpetrolintheir smart card. In such a scenario, if
the user 1s known to designated balance, the balance may
provide their smart cardand password in combination with the
extant factor of the user.
Unmannedpetrolstationwasrequiredforyearstofulfilrequi
rementofconsumersoverthewide.Itisnotlimitedtopetrolbutavai
labilityofconsumer’sgoodsatremoteareaordistinctarea.Itmakest
heworldmorecomfortableandsafer. Thisprojectcanbeusedforre
cordingtheattendanceofanemployeeinanorganizationorastude
ntinaclass
All the mstruction swhich the user was performing that will
displaying LCD display which 1s directly connected to
ARM7microcontroller. The LCDdisplayreadstheinstructionsa
utomaticallywithoutanydisclaimers.

RESULT
Tounlock,userneedsto‘swipethecard”throughsmartcard

module.Againthemicrocontrollerisscannedforcardandcorresp
ondingdigitsareidentified. Theinstructionsaredisplayedonthel.
CDscreen. Aftertheamountisentered,thenthesuflicientbalancel
spresentinuser’scard. LCDdisplays FILLTHEPETROL andth
elockoutputpingoeshigh.Iftheinsufficientbalanceistherethen,‘i
nsufficientbalancespleaserecharge’issenttobedisplayedon LCD

Fig2.Processofpetrocard

5. CONCLUSION

This project 1s meant for security systems whose access 1s
only for respected authorities. Using a microcontroller
the petrol pump Is equipped with a smart card reader/write.
At the Petrol Pump, the driver swaps the
cardandthesmartcardreaderreadstheamountinthecardandwill
displayitonthe LCD. Thedriverthenentersthequantityofpetrolth
athastobefilledusingakeypad.Thecorrespondingamountiscalcu
lated& deductedfromhispetrocard. Theelectricalpumpisthentu
rnedONaccordingtotheenteredamount,fillsthetankandautoma
ticallyturnsOFF.Ourelectronicsystemperformedasexpected.
‘Wewereabletoimplementallthefunctionsspecifiedinourpropos
al. Thebiggesthurdlewehadtoovercomewiththisprojectwasinterf
acingthemicrocontrollerwiththehardwarecomponents. Wefeelt
hatthiselectronicsystemisverymarketablebecauseitiseasytouse,c
omparativelyinexpensiveduetolowpowerconsumption,andhig
hlyreliable.Byusingthisprojectonecandesignasecuredsystem.Fo
rfillingpetroltovehiclesatthepetrolbunksusingSmartCardbased
AccessingSystem.
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